
Introduction 

Cyber-security is something that affects Internet users every day. Providing strong and reliable security 
mechanisms has become imperative in all areas, but it becomes especially critical in the context of networked 
national security, as parts of its core infrastructure are constantly targeted by cyber-attacks. The implementation of 
monitoring tools, such as Network Intrusion Detection Systems (NIDSs), is fundamental in security infrastructures 
in order to provide an extra level of assurance. The use of data mining and data fusion techniques has contributed 
to increase the efficiency of the NIDSs. However, as the complexity of cyber-attacks keeps increasing, new and 

more robust detection mechanisms need to be developed.

Current NIDSs utilise only measurable network traffic 
information from the protected system or signatures of 
known attacks during the intrusion detection process, but 
these systems do not take into account available high-level 
contextual information (i.e. above the network operation) 
regarding the protected system to improve their effectiveness. 
The next generation of NIDSs should be designed 
incorporating reasoning engines supported by modules that 
could assess the quality of the analysed datasets, manage 
contextual and non-contextual information about the 
network, or deal with incongruent decisions between different 
NIDSs. We have developed at Loughborough University [1] 
a novel methodology that allows incorporating contextual 
information into the detection process of our NIDS.

Method

Our starting point is an unsupervised anomaly-based NIDS developed at Loughborough University [2] tailored 
to detect different types of injection attacks in IEEE 802.11 wireless networks, and able to operate in real-time. 
This system makes use of metrics from multiple layers of the TCP/IP stack to produce a collective decision on 
the presence of attacks. The Dempster-Shafer Theory of Evidence, which is used as the data fusion technique, 
is provided with a novel Basic Probability Assignment (BPA) methodology able to automatically adapt the 
assignment of its evidences to the current characteristics of the network traffic, without intervention from a NIDS 
administrator.
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We have developed a novel approach [3] to automatically generate labelled network traffic datasets. This approach 
is based on the statistical characteristics of the outcome of our anomaly-based NIDS. The resulting labelled datasets 
are subsets of original unlabelled datasets. The labelled 
datasets can then be used:

• To create new rules to train supervised NIDSs

• To evaluate the efficiency of NIDSs

• To aid in Feature Selection tasks

We processed the labelled dataset, using a Genetic Algorithm 
based approach, to automatically provide a set of input 
metrics that generate the most appropriate intrusion detection 
results for the evaluated scenario.

Current efforts have focused on incorporating available high-level information into the intrusion detection process to 
improve their detection results:

   • Contextual information

   • Situational awareness

   • Cognitive information 

We have proposed different approaches [1] by which the network administrator and users would provide this high-
level information by the use of Fuzzy Cognitive Maps (FCMs). A FCM provides a useful framework for network users 
to contribute their knowledge, to model new and unseen situations, and to represent unknown behaviours. Also, a 
FCM allows calculating the influence that each individual event may have in the whole system and in other events. 
The experimental results empirically confirm that by considering the contextual information through the use of a 
FCM, the efficiency of our NIDS can be improved. 

As for future work, we wish to contribute with new techniques and methods that could increase the efficiency of the 
NIDSs. For instance, we will investigate new methods to include high-level information into the intrusion detection 
process (e.g. Ontologies), and investigate new methods to handle uncertainty.
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