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Abstract—We consider data confidentiality in a distributed de-
tection scenario with a type-based multiple-access (TBMA) pro-
tocol where a large set of sensors sends local measurements to an
ally fusion center (FC) over an insecure wireless medium called
the main channel. Then, the ally FC makes a final decision to the
physical environment. Although many wireless sensor networks
are mission-specific and need data confidentiality due to the broad-
cast nature of wireless transmission, it can be easily wiretapped
by unauthorized enemy FCs through eavesdropping channels. We
propose a novel TBMA protocol called secure TBMA which pro-
vides data confidentiality by taking advantage of inherent prop-
erties of wireless channels, namely randomness and independence
of the main and eavesdropping channels. In particular, the secure
TBMA activates sensors having strong and weak main channel
gains and makes the sensors follow different reporting rules based
on the magnitudes of their channel gains. The reporting rules are
carefully designed to confuse the enemy FC. The proposed secure
TBMA delivers unconditional/perfect secrecy and does not assume
any superiority of the ally FC over the enemy FC in terms of com-
putational capability, secret key, and so on. For Rayleigh fading
channels, we analyze the performance of the secure TBMA at both
enemy and ally FCs by investigating conditions for perfect secrecy
and an error exponent of detection error probability, respectively.
On the one hand, the analysis at the enemy FC provides a design
criterion of the reporting rules to achieve perfect secrecy. On the
other hand, the analysis of the error exponent carried out with a
Gaussian approximation shows that perfect secrecy is achievable
at a marginal cost in detection error performance. All our claims
are also verified with simulation results which have good matches
with the analysis.

Index Terms—Distributed detection, eavesdropping, error expo-
nents, multiuser diversity, perfect secrecy, type-based multiple ac-
cess (TBMA), wireless sensor networks.

I. INTRODUCTION

A. Motivation

ISTRIBUTED detection in wireless sensor networks
(WSNs) has become increasingly popular thanks to
recent advances in microelectromechanical systems that make
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inexpensive, low-power sensors possible [1]. In distributed de-
tection, sensors are spread over a certain area to sense physical
phenomena in a distributed fashion. Each sensor processes the
collected information and transmits it over wireless channels
to a fusion center (FC), which makes a global decision on the
remote physical phenomena with high reliability. Since the
performance of distributed detection highly depends on how
the sensors and the FC collaborate with each other, a number of
research studies have been focused on transmission strategies
and decision-making rules.

Various efficient strategies for distributed detection have
been intensively studied under the assumption of noiseless
channels between sensors and the FC [2]-[5]. For noisy chan-
nels, prior works have mainly considered two channel models;
parallel access channels (PACs) [6]-[9] and multiple access
channels (MACs) [10]-[13]. Despite these notable contribu-
tions, a number of challenges still exist due to limited resources
in sensors (e.g., power and storage capacity) and vulnerability
of wireless communication links (e.g., eavesdropping and
injection of fake messages).

In this paper, we are concerned with data confidentiality
in a distributed detection scenario [2] with a type-based
multiple-access (TBMA) protocol [11]-[13]. A large set of
sensors in the network quantizes/compresses local measure-
ments and sends them to an ally FC over an insecure wireless
medium called the main channel. The ally FC collects the
measurements and makes a final decision about the physical
environment. We assume that a malicious FC, called an enemy
FC, is located in the vicinity of the ally FC and tries to obtain
the local measurements reported from the sensors through
an eavesdropping channel. This threat is known as passive
eavesdropping or traffic analysis and is frequently considered
in both commercial applications charging service fees (e.g.,
customized monitoring service) and military applications han-
dling confidential information (e.g., detecting an intruder in a
battlefield). In a conventional approach for secure transmission,
it is conceivable that the sensors transmit their data in the form
of cyphertext to prevent eavesdropping. However, due to lim-
ited processing speed, storage capacity, and energy resources,
asymmetric cryptography such as the Rivest—-Shamir—Adleman
algorithm or Diffie—-Hellman key agreement protocol is often
considered too demanding in terms of processing power [14].
Thus symmetric cryptographic solutions such as the Advanced
Encryption Standard are more appropriate for WSNs, but such
systems need to deal with key management and distribution
issues [15], [16]. Likewise, technical difficulties may become
more challenging as the size of WSNs grows.

Recently, efficient security algorithms and protocols have
been proposed to accommodate sensors with constrained
computational and storage resources [17]-[21]. In particular,
the authors in [20], [21] introduce probabilistic enciphers to
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prevent eavesdropping where the enciphers deliberately induce
errors in the transmitted data from the sensors. It is assumed
that the statistics of enciphers (i.e., the error rate that the
stochastic enciphers induce) are known only to the ally FC. On
the other hand, as the enemy FC is not aware of the presence
of enciphers, its performance is significantly degraded at a
marginal cost to the ally FC. Although these ideas provide light
security measures, the statistics of enciphers can be viewed as
symmetric keys shared by both the sensors and the ally FC, and
thus they cannot be free from the key distribution problem.

B. Scope of Work

In this paper, we will provide a security solution that is
different from the conventional approaches based on crypto-
graphic algorithms. We address the secure distributed detection
problem of binary hypothesis testing in over-deployed WSNs
where there are more sensors than needed to achieve the re-
quired performance. The local measurements of the sensors are
delivered to the ally FC over an MAC which is modeled as a
collection of time-varying Rayleigh fading channels from the
sensors to the ally FC. Time-varying channels in over-deployed
WSNs provide two key features: Energy efficiency [22] and
security. The latter will be explored in this paper.

The goal of our study is to design a secure transmission
scheme called secure TBMA for distributed detection without
cryptographic algorithms. The key idea behind secure TBMA is
that, instead of securing the individual wireless channels based
on cryptographic algorithms, the activated sensors secure their
transmissions from possible eavesdropping in a cooperative
manner in which the sensors follow different reporting rules
depending on the magnitudes of their main channel gains.! We
categorize sensors into three subgroups in accordance with
their main channel gains: 1) Sensors with strong main channels,
2) sensors with weak main channels, and 3) the remaining
sensors. The first two subgroups will be called strong and weak
sets, respectively. The sensors in the strong set report their
measurements as they would in conventional TBMA protocols,
whereas the ones in the weak set aim to confuse the enemy
FC. Although the signals from the strong set overwhelm the
ones from the weak set at the ally FC, it should be noted that
they all arrive at the enemy FC with statistically equal strength
due to the independence between the main and eavesdropping
channels. Thus, roughly to say, we design the reports from
the two different sets such that they arrive at the enemy FC
with equal strength and contradict each other, which causes
confusion at the enemy FC. Meanwhile, in the ally FC, the
reports from the strong set dominate the ones from the weak
set, and thus the ally FC can correctly decide on the target
status. The secure TBMA protocol exploits two key properties
of wireless channels: 1) The variation of channel gains grows
with the number of sensors increases, also referred to as the
multiuser diversity [23], and 2) the main and eavesdropping
channels are statistically independent when ally and enemy
FCs are more than a few wavelengths apart. Multiuser diversity
ensures that the gap between channel gains of the strong and

'We will use channel gain and magnitude of channel gain interchangeably
hereafter if there is no risk for confusion. We will also call main channels with
strong and weak channel gains in magnitude as strong and weak channels.

weak sets can increase with a growing number of sensors at a
fixed size of the strong and weak sets, which further diminishes
the interference from the weak set at the ally FC.

We show that it is possible to design reporting rules for the
strong and weak sets such that the enemy FC is totally ignorant
of the transmitted information, i.e., perfect secrecy [24]. Perfect
secrecy is a much stronger notion than computational security
[17]-[19], mean square error [20], or detection error probability
(DEP) [21]. No matter what decision rule the enemy FC adopts,
the enemy FC is unable to extract any information from the re-
ceived signals. We denote by T" and W a random variable of
target status and the sufficient statistics from the received sig-
nals at the enemy FC, respectively. The level of security can
be measured by an information theoretic measure, called condi-
tional entropy or equivocation, and for perfect secrecy, we must
have

H(T|W) < H(T) ¢y

where H(-|-) and H (-) are conditional entropy (or equivocation)
and entropy, respectively. Perfect secrecy is achieved when the
relation (1) is satisfied with equality, which implies the eaves-
dropper has information about the target, if it knows, only from
the a prior probabilities of the target values not from eavesdrop-
ping. In particular, if all the target values are equally probable,
H(T) is also maximized and we have

H(T|\W) = log|T]|

where 7 is the sample space of the random variable 7', and |7 |
is the cardinality of 7. We propose a design criterion of the re-
porting rules to achieve perfect secrecy for an asymmetric obser-
vation channel through which the sensors measure the physical
phenomena. The symmetric case is also included as a special
case of our work.

To evaluate the performance at the ally FC, we analyze an
error exponent of the DEP with a Gaussian approximation
which allows us to characterize the asymptotic behaviors of the
error exponent in a closed form and thus quantify the effect of
the weak set on detection performance in an analytic way. The
analysis shows that perfect secrecy is achievable at a marginal
cost in the DEP at the ally FC. All our claims are also verified
with simulation results.

Notation

Table I introduces the notation frequently used in the paper.
We use bold letters to denote vectors, and the transpose operator
is denoted by the symbol (-)T.

C. Organization

The remaining part of this paper is organized as follows. In
Section II, we introduce the system model in our work. Details
of the proposed secure TBMA are also given in this section.
In Section III, we design reporting rules for secure transmis-
sion, and then analyze the resulting performance at the ally and
enemy FCs. We investigate the DEP and equivocation as the per-
formance measures at the ally and enemy FCs, respectively. In
Section IV, our analytic results are confirmed by Monte Carlo
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TABLE 1
GLOSSARY OF NOTATIONS
Notation Definition
6 € {60,601} Unknown target
p(6;) A prior probability of ;

Xy Local measurements of the /-th sensor
Number of quantization levels

N Number of deployed sensors

Po, = [po, (0) - -po, (M — 1)]”

Conditional probability mass function of local measurements given 6 = 0;

ht (hE) Channel gain from the [-th sensor to the ally (enemy) FC
s (Tw) Threshold to determine the strong (weak) channel gain
Ss (Sw) Index set of the sensors with strong (weak) channel gains
Ls (Lw) Number of activated sensors in Ss (Sw), i.e. Ls = |Ss| (Lw = |Sw|)
Ss (Sw) Index sets of the activated sensors in Ss (Sw)
Ls (Lw) Number of activated sensors in Ss (Sw) , i.e. Ls = |Ss| Lw = |Sw])
L Total number of activated sensors, i.e. L = Ls + Lw
{Yo, ..., ¥m-1} Set of predetermined orthonormal waveforms
b(m) Bijective mapping function from a set of {0,--- , M — 1} to itself

as =[gs (0)-+-gs (M — 1)]”

Activation rate vector for the sensors in Ss

aw = [qw (0) - qw (M — 1)]”

Activation rate vector for the sensors in Sy

T4 = [T4(0).--TA (M —1)]”

Type statistics at the ally FC

TF = [TF(0)---T% (M - 1)]"

Type statistics at the enemy FC

F(T416:) (F(TF)6:))

Conditional probability density function of the ally (enemy) FC given 6 = 6;

N3 (N Number of sensors transmitting ¥, in Ss (Sw)

K, Total number of sensors transmitting ¥, i.e. Kpy = NS + NYW
ps (pw) Probability that a sensor is in S5 (Sw)
Ps; Bw;) Probability that a sensor is in Ss (Sw) given 6 = 6;

simulations. Finally, we summarize our results and discuss fu-
ture research directions in Section V.

II. SYSTEM MODEL AND TRANSMISSION STRATEGY

In this section, we present the system model for a WSN that
performs distributed detection for binary hypothesis testing and
propose a secure transmission strategy based on the TBMA.

Fig. 1 illustrates the system model for the WSN with secure
transmission from sensors to the ally FC in the presence of
the enemy FC. There are N sensors observing an unknown
target € {fy,6,} through statistically and temporally in-
dependent and identically distributed (i.i.d.) channels.2 The

2Although this assumption is only valid in some limited scenarios, we mainly

adopt it for analytical tractability. If this is relaxed to the non-i.i.d. case, our
analysis needs to be generalized, and we leave it as our future work.

a prior probabilities of 6y and 6, are denoted by p(6y) and
p(fy), respectively. We denote the local measurement to the
lth sensor (£ € {1,...,N}) by X, which is quantized to M
levels3 with a conditional probability mass function (pmf),
po, = [pe,(0)---po,(M — 1)]" ;i € {0,1} whose associated
discrete memoryless channel (DMC) will be called the obser-
vation channel.

In Fig. 1, there are two kinds of communication channels: 1)
from sensors to the ally FC; and 2) from sensors to the enemy
FC, called the main and eavesdropping channels, respectively.
We assume that the main and eavesdropping channel gains
are i.i.d. and follow circularly symmetric complex Gaussian
(CSCQG) distributions

ht = a?ejd)?,hf = afejd)fE ~CN (0,07), V¢

@

3Throughout this paper, we do not consider how to quantize measurements at
local sensors.
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Broadcastzg, 7y ,and
pilot symbols

Fig. I. WSN with ally and enemy FCs: The sensors corresponding to the in-
dices in Ss = {i1,..., izg} and Sw = {J1,... +JLy } have strong and
weak main channel gains, respectively. The strong and weak main channels
are represented as thick solid and dotted lines, respectively. The eavesdropping
channels are represented as thin solid lines. The received signal z# and z* are
corrupted by i.i.d. Gaussian noises, w* and w®, respectively.

where !t (hf) is the channel gain from the ¢th sensor node to
the ally (enemy) FC, and amplitude «;'(aF) and phase ¢;' (re-
spectively, ¢f ) follow the Rayleigh distribution and the uniform
distribution over [—m, ), respectively. Throughout the paper,
we assume that the TBMA protocol is used and the enemy FC
can eavesdrop signals transmitted by the sensors.

For secure TBMA, the sensors should know channel state in-
formation (CSI) of their main channels.# To this end, the ally
FC broadcasts pilot signals and two threshold values, s and
Tw, where 7 > Ty, and in response, the sensors transmit
their measurements to the ally FC in a time-division-duplexing
(TDD) manner over i.i.d. block fading channels. It is also as-
sumed that the communication channel remains constant during
a duplexing time consisting of a pilot transmission from the
ally FC and transmissions from the sensors, say one block, and
changes independently across blocks and sensors. Thus, the sen-
sors can acquire CSI5 of the main channels by taking advantage
of channel reciprocity. Meanwhile, the enemy FC eavesdrops
signals from the sensors through the eavesdropping channel.

As assumed in the TBMA protocol [11], the sensors simulta-
neously transmit their decisions to the ally FC. Due to the pres-
ence of the enemy FC in our setup shown in Fig. 1, we have to
implement a certain security mechanism. To this end, we only
activate some subset of sensors to transmit their local measure-
ments by comparing their channel gains with the two threshold

4We assume that sensors do not know the eavesdropping channel gains, since
the enemy FC does not transmit any signal to the sensors to hide its presence.

SThus, we consider coherent communications in this paper. Note that since
the bandwidth of wireless channels in the TBMA between the sensors and FC
is usually assumed to be narrow, the circuit for channel estimation and coherent
communications may not be complicated and could be implemented in a com-
pact size.

values, 7¢ and 7yy. According to the channel condition, each
sensor can decide its membership to Sg or Sy or no member-
ship. Sg and Sy are called the strong and weak sets defined
by 85 = {Lk|aﬁ Z 7'5} ande'W zi{jk|aﬁ S TV[/}, {e-
spectively. The cardinalities of Sg and Syy are denoted by Lg
and Ly, respectively. Note that the sensors in S S(S_W) have
strong (respectively, weak) channel gains with respect to their
main channels, not the eavesdropping channels. Thus, aF is not
necessarily high if ;' is high.

Among the sensors in Sg and Sy, some sensors randomly
decide to transmit their quantized measurements over the MAC
by using predetermined M orthonormal waveforms denoted by
{to,...,¥n—1}. Each sensor in Ss, say sensor ¢, generates a
uniform random variable u over [0, 1] and compares it with an
activation rate 0 < qs(m) < 1 when its quantized measure-
ment is X; = m. If u < gs(m), the sensor sends its measure-
ment to the ally FC by transmitting v/Ee~79: ),,,, where the
phase is compensated for coherent combining at the ally FC and
E denotes the average energy consumed by each sensor node
for transmission. This (random) selective transmission at the
sensors plays a crucial role in providing security as will be ex-
plained later. The activation rates are designed for each level of
quantization; therefore, we introduce an activation rate vector,
as = [gs (0)gs (1)---qs (M — 1)]". Meanwhile, some sen-
sors in Sy are activated for transmission by comparing uniform
random variables with a different activation rate vector qyy.
That is, when a sensor in Sy has a measurement b(X;) = m,
it transmits V' Evy(x,) if u < qw (m) where b(-) is a bijective
mapping from {0, ..., M —1} to itself. Note that no phase com-
pensation is made in this case. The design of activation vectors
qs and qw and the bijective function b(+) will be addressed in
Section III-A. We denote by Sg and Sy the sets of the acti-
vated sensors in Sg and Sy, respectively. Thus, Sg C Ss and
Sw C Sy In the end, we have L = Lg + Ly activated sen-
sors, where Ls = |Ss| < Ls and Ly = |Sw| < Ly . The
sensors neither in Sg nor Sy are dormant.

Note that the transmission from the sensors in Sy, which
is crucial for security, causes interference at the ally FC. How-
ever, the performance degradation resulting from this induced
interference is negligible due to the weak channel gains as will
be shown later. Our objective is to find combinations of de-
sign parameters s, 7w, qs, Qw, and b(-) to achieve perfect
secrecy against eavesdropping by the enemy FC, which will be
addressed in Section III.

III. ANALYSIS

In this section, the secure TBMA protocol is analyzed by in-
vestigating conditions for maximizing the equivocation at the
enemy FC and error exponent at the ally FC. In particular, the
analysis of the type statistics at the enemy FC provides a design
criterion for perfect secrecy for a given observation channel. The
design criterion is also derived for energy efficiency and a better
detection performance at the ally FC. In the second part of this
section, we quantify the performance degradation due to trans-
mitting sensors in Sy through the error exponent of the DEP at
the ally FC.
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A. Enemy Fusion Center

To achieve the maximum equivocation, i.e., H(T|W) =
H(T), T must be statistically independent of . In our problem
setup, the type statistics TF at the enemy FC is the sufficient
statistics, and a binary target random variable § € {6y, 6}
is information to be secured from eavesdropping. Thus, the
necessary and sufficient condition for perfect secrecy at the
enemy FC is that the conditional pdf of the type statistics under
hypothesis ;, denoted by f (TF|¢;), should be independent of
g; for i € {0,1} [24]. In summary, what we have to do in this
section is to find a combination of 75, Ty, Qs, Qw, and b(+) for
f(TE|0y) = f(TF|6;). We first characterize the conditional
pdf of the type statistics in terms of 7s, 7w, qs, Qw, and b(+),
and then establish design rules of them for perfect secrecy.

According to the transmission strategy discussed in Section
I1, the received signal at the enemy FC, denoted by 2, can be
expressed in terms of a weighted sum of the transmitted signals
as follows:

=VE Y hFemi?lypy,
i€Ss
+VE Z }L]-E’l/Jb(Xj) +wF

JESW

Y VE Z hEPyx, +VE Z hf’l/}b(xj) +w” (3)

1€Sg JESW

where w¥ is a zero-mean CSCG random variable with variance

o2, and the equality (a) results from the fact that h¥e =7 ¢ and
h¥ have the same distribution. The enemy FC obtains the type
statistics TZ = [TEZ,...,TE 1" from the output of a bank
of matched filters with the impulse responses v, / VE, m =

0,...,M — 1, where

E E E
= > Wl x=m + D B Le)=m) + Wi (4)

1€Ss JESW

Here, 1(;—m,) is the indicator function whichis 1if z = m and 0

otherwise, and wZ is a zero-mean CSCG random variable with
variance o2/ E.

To characterize f(TF|6;) introduce

]T

from (4), we
two random vectors: N° = [Ng,...,Ny_;| and
N = [NV,....NW_\]", where N3 = Yics. Lix,mm)
and NYW = " jeSw L(s(x;)=m) are the numbers of sensors
transmitting the mth waveform 4),,, in Sg and Sy, respectively.
Then, f(TF|6;) is rewritten as

Ny -1 Ky

DD IEHD ID I PR

Ko=0 K1=0 Ky —1=0 NV =0 Ny =0

X (TE|K7NVV70i)p (K’Ntvwi) (5)

f(TE)9;) =

where K = [K, ..
)

m=0

, Kar— 1] —]\/vS—I—ZVW and N; =
. Since K,,, counts the number of activated

sensors transmitting the mth waveform both in Sg and Sy, it
is the type statistics across the activated sensors. The Markov

767

chain 9, — [Xl,...,XL] —
simplifies (5) to

{K=NS4+N"} — {TF}

Ny 1 Ky

DD SRS DD DRI O

Ko=0K;=0 Ky_1= ONM—O NW =0

x (T"K) p (K,N"|6;) (©6)

f(TE)0,) =

where f (TE|K,NW 6;) in (5) becomes f(TZ|K). The pmf
p(K,N"|6;) in (6) can be factorized as follows:

@y (NS, NV, Lg, Ly |6;)
=p (N|NW, Ls, Lw, ;)
x p(NW|Ls, Lw,0:) p(Ls, Lw|6;)

p (N®|Ls,0;) p (N | Ly, 6;)
x p(Ls, Lw|0;) (7

where the equality (a) is due to Lg = Y., K, — N} and
Ly =Y, N, and (b) follows from the fact that the selec-
tions of the activated sensors in Sg and Sy are statistically in-
dependent. The first two terms in (7) represent the probabilities
of types N° and N for a target value #; when Lg and Ly
sensors are activated in Sg and Sy, respectively, and the last
term is the probability that the numbers of activated sensors in
Ss and Sy are equal to Lg and Lyy, respectively.

Now, we express the three probabilities in (7) in terms of
P, as and quw . For simplicity, let s, (m) = g¢s(m)ps, (m)
(Gw,(m) = qw(m)pg,(m)) which represents the probability
that a sensor in Sg (respectively, Sy) transmits the mth wave-
form under hypothesis ;. Thus, the sensors in Sy and Sg are
activated under #; with the probabilities

p (K, N6,

)

M—1
Ds; =Ps ds,(m) = a5 pe,ps
m=0
and
M—-1
pw, =pw Y, Gw,(m) = diyPe.pw
m=0

respectively, where ps = Pr{a? > 75} and pyr = Pr{a? <
7w }. Using the multinomial distribution, we then obtain the
following relations:

p (N®|Ls., 6;)
Ls M-1 vs
= gs,(m)]"m ®)
(N(f?...,N;fll) }—:[0[ s:(m)]
p (NY|Lw,6;)

N-L
) .

X (1 - ﬁSi - ﬁVVi (10)
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Substituting (7) with the product of (8)—(10), we finally get

Ny—1
F(TF)6:) = Z Z Y wooi (T°K)
Ko=0 K1=0 Ky 1—0
R R ) R
— Ps; — Pw;

X Z Z M IK .
NV =0 NY | = =0 ~hm:
M—1

Km ~ o~ NS
< I (2 ) s (ol
m=0 m
w
[ﬁw (IW (b(m))]™
NIW 1
@ Z Z Z f (TFIK)
Ko=0K1=0 K _1=0
N s~ )
(N = L) TTnZ Kn!
M—1
X H [fs.ds. (m) + pw.dw, (b(m))]"™ (11)

where (a) follows from the fact in Appendix A. Note that we
should make (11) independent of the hypothesis #; to achieve
perfect secrecy, i.e., f(TF|0y) = f(TF|01). We will show that
there are combinations of design parameters 7s, 7w, qs, Qw,
and b(-) with which perfect secrecy is accomplished.

1) Design Parameters for Perfect Secrecy: In the derivation
of design rules for perfect secrecy, we also consider possible
attacks based on side information. We assume that the enemy
FC can estimate not only the type statistics of received sig-
nals but also side information of the secure TBMA such as
Ls, Ly, and Ky, ..., Kj;_1, which contain information about
the target status. In that case, the enemy FC can gain infor-
mation about ; by analyzing the side information. Thus, we
employ the following conditions to prevent such information
leakage while guaranteeing perfect secrecy against eavesdrop-
ping, f(TF|6o) = f(TF|61):

Ps, = Ps, and pw, = pw, (12)
1550 qSo (m> + ﬁVVo QVVO (b(m)>
= ﬁslqsl (m) +ﬁVquVVl (b(m)) (13)

form = 0,..., M — 1. The conditions in (12) are to make the
activation probability of sensors in Sg(Sy ) independent of 6,
while that in (13) ensures that the probability of activated sen-
sors transmitting the mth waveform is independent of ;. Thus,
if (12) and (13) are satisfied, the size of Ss(Sw ) and the number
of sensors transmitting the mth waveform are not changed with
respect to the target status 6;, and the enemy FC cannot take ad-
vantage of estimating the side information of the secure TBMA.
The condition in (13) imposes the following relation between
gs(m) and qw (m):

gw(b(m)) = —p

T
e 7] jastm)  (14)

a¥pe, v(b(m)

where p = ps/pw,andy(m) = pg, (m) — ps, (M). As a vector

form, (12) and (14) can be rewritten as

a5Ps, =d5Ps, and diyPs, = iy Ps, (15)
T
aw =[Pty (16)
V= P,

where v. = [v(0)---v(M — 1)]F and v(b(m)) =
—(~v(m)/v(b(m)))gs(m). Note that since 0 < gy (m) < 1 for

all m, we can design gy () only if
~v(b(m))~y(m) < 0 for all m. (17

This condition may be achieved by designing the bijective map-
ping b(+) and/or quantization of the local measurements which
determines the pmfs py, and py, . However, in this paper, we do
not consider the local quantization and only focus on the design
of b(-) for given pg, and py, .

While for given pg, and pg, , we found the requirements for
ds and g in (15) and (16) and those for the bijective mapping
b(+) in (17), the existence of such parameters is shown in The-
orem 1.

Theorem 1: If v(b(m))y(m) < 0 holds for all m with a
bijective mapping b(m), there always exist vectors qs and qyy
that guarantee perfect secrecy at the enemy FC.

Proof: If v(b(m))~y(m) < 0 holds for all m, we can al-
ways find gs to satisfy q% (pg, — Pe,) = 0. Then, for a given
q%pe, = c (constant), we have

pc

aiy (Pe, — Pe,) = . v (ps, — Pe,)
o M-1
= - ylm)gs(m
o, 2 (mastm)
=0 (18)
which satisfies (15) and completes this proof. O

Now, we will find the requirements for 7¢ and 7y to achieve
perfect secrecy. Since gy (m) € [0, 1], the equation in (16) tells
that p is upper-bounded by

< VTPeo
= a§pe, (max,, {v(m)})?

(19)

which also implies a relation between 75 and 7y through the
definition p = Pr(a® > 75)/Pr(a? < mw).

In summary, the conditions to achieve perfect secrecy can be
found in (15) for qs and qw and in (17) for b(-). The relation
between qs and qyy is given by (16) and the upper bound on
p by (19). Next, we can further optimize the design parameters
for energy efficient in Section III-B.

2) Energy-Efficient Design: For energy efficiency, the
number of activated sensors must be minimized as long
as the target DEP at the ally FC is met. We address this
problem by maximizing the activation probability ratio,
max ps, /Pw, = max pq5pa, /dhPe, - Although, by adjusting
thresholds 75 and 7yy, there are various combinations of design
parameters to satisfy the target DEP in the secure TBMA,
minimizing the interference induced by Sy is the approach to
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meet the target DEP with the minimum number of activated
sensors. Thus, considering the design rules for perfect secrecy,
we formulate the following optimization problem:

quoo

max T
Qi Po,

as,bEB,Ts, T

(20)
subject to

q5Pe, =d5Ps,
~v(b(m))vy(m) <0 for all m
p< VTPao
= a§Ppe, (max,, {v(m)})?

qw = pq;peo
A T

where B is the set of all bijective mappings from {0, . . .,
to itself.

For the selection of 75 and 7y, achieving the bound of p is
the best way to maximize (20) for any given qgs and b(+) since
the changes of two thresholds only affect p in (20). In particular,
since the sensors in Sy, consume energy only for the security
purpose, it is desirable to maximize (20) in a way that we min-
imize the size of Sy by decreasing 7y until the requirements
for perfect secrecy are met. This choice also selects the sensors
in Sy to have smaller main channel gains and thus makes the
level of interference at the ally FC further reduced.

However, note that it is not easy to jointly optimize (20) since
qs and b(-) are heavily intertwined in the objective function.
Thus, as a suboptimal way, we let qs = 1 to make Ss = Sg
where 1 is the all-one vector of length m. The requirement in

(15) is then valid as
) = Zp%(m - Zp91<m =

This is a reasonable choice since our purpose is to minimize
the number of activated sensors in the secure TBMA. Suppose
that gs(m) < 1 for some m. Then, some of sensors in Sg are
not activated, and to achieve the target DEP, Sg should have
more sensors by decreasing the threshold 75 than the case with
qs = 1. Since the smaller threshold includes the sensors in Sg
with weaker channel gains, more sensors must be activated to
achieve the same DEP. For qg = 1, the design of b(+) is then
tuned to maximize the ratio ps, /pw; -

3) Example 1 (Design of b(-)): Consider an observation
channel, pp, = [0.4 0.3 0.20.1]7 and pp, = [0.10.20.50.2]".
The bijective mapping b(-) can be designed through an exhaus-
tive search. Since the number of quantization levels M is 4,
there are 4! = 24 mappings among which the mappings listed
in Table II satisfy the condition in (17). The parameters p and
Ps; /Pw, are listed in the last two columns of Table II for each
mapping, and the one in the third row is shown to be the best
choice.¢

We now consider a special case where the observation
channel is symmetric, pg,(m) = pg, (M —m — 1), ¥ m.

M-1}

17 (py, — Pé,

6In some cases, multiple choices of b(-) can be obtained. For example, if
pPo, = [0.40.30.20.1]" and pp, = [0.1 0.2 0.4 0.3]%, then all possible
mappings have the same values of ps, /Pw,

769

TABLE II
BUECTIVE MAPPINGS FOR pg, = [0.4 0.3 0.2 0.1]7,
=[0.10.20.50.2]" ANDgs = 1

b(0) | b(1) | (2) | b(3) | o | Psi/Pw
2 | 3 1 0 |[0.1481 | 03333
3| 2 1 0 | 0.1556 | 0.3333
2 | 3|0 1 | 1.0000 | 1.0000
3020 1 | 01185 | 03333

Proposition 1: For qs = 1, ps, /pw, is upper bounded by
1. If the observation channel is symmetric, then the mapping
b(m) = M — m — 1 achieves the equality, ps, /pw, = 1.

Proof: For given qg = 1, we first find an upper bound on
p. Denote by b*(+) a bijective mapping that maximizes (20) and
satisfies (17). Then, we have the following inequality:

p<max — VP
beB (maxm{v(m)})2
M—1
= o) Z ))pe, (b (m))
(vma)\
M—1
(’Umax Z ! p60 Umax ( )
where vy = max,, {v(m)}. If we let M = {m : |y(m)| >
()], ¥ m # m}, then
\ ~v(m)
max > = - >1.
Umax 2 max o(b7(m)) = max ——ml 0 2

Thus, p < (1/Vmax) < 1, where the equality holds when

v(m) = —v(b*(m)) (e., v = 1), which is possible with
b*(m) = M — m — 1. Thus, we can achieve p = 1. Then,
qw = p(qugo /vTpg,)v = 1, and we have pg, /pw, = 1.
O

Remark 1: Proposition 1 shows that for a symmetric obser-
vation channel, all sensors in Sg and Sy are activated, and the
reports from the two sets are exactly the opposite of each other.

The energy efficiency can be further studied by investigating
power control strategies although they are not addressed in this
paper. Finally, to better understand our design rules, we provide
acouple of examples for asymmetric and symmetric observation
channels.

4) Example 2 (Asymmetric Observation Channel): Consider
the observation channel in Example 1. As we noted, maximizing
p with qs = 1is an energy efficient design that achieves perfect
secrecy. If we select the third row in Table I as the mapping b(-),
then we have qy = 1. For the selection of 75 and 733, we need
the target DEP and performance evaluations at the ally FC which
will be done in Section I'V. In Fig. 5, to achieve a target DEP of
1073, we need ps = Pr(a?* > 75) of 0.17 and easily have

s = 1.3311 from the cumulative distribution function for the
Rayleigh distribution with mean /7 /2. Since p = ps/pw = 1,
we have pyy = 0.17 and 7y = 0.4317.
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5) Example 3 (Symmetric Observation Channel): Suppose
that a symmetric channel is given by pg, = [0.4 0.3 0.2 0.1]%
and pg, = [0.1 0.2 0.3 0.4]T. For q5 = 1, the best mapping
isb(m) = M —m —1and qw = 1 with p = ppax = 1.
The parameters s and 7y may be selected by evaluations of
the DEP at the ally FC as in Example 2.

B. Ally Fusion Center

We derive the error exponent of the DEP in order to evaluate
the detection performance at the ally FC. Although large devia-
tion (LD) theory [25] is the conventional approach to calculate
the error exponent, it is not mathematically tractable to analyze
the performance of secure TBMA. Thus, a different approach
is employed in this paper. We first approximate the type statis-
tics as a Gaussian distribution applying the central limit theorem
(CLT) and then adopt the Chernoff bound to analyze the error
exponent of the DEP which allows us to understand the asymp-
totic behavior of the type statistics as N grows. In particular, we
will design a detection rule and analyze the asymptotic behavior
of the DEP defined as P. = p(01]60)p(fo) + p(6o|01)p(61).
We begin with the received signal at the ally FC over the MAC
which is modeled as the superposition of the transmitted signals
as follows:

A=VEY ofx, +VE D hityx,) +wt  (22)

i€Ss j€Sw
where w* is a zero-mean CSCG random variable with variance
2. The real part of the matched filter output at the ally FC is
given by
TA = [<ZA71/}0>7"'7<ZA71/}1W*1>]T

~ A 7TA A
= o; ex, + E hj ep(X;) +w
i€ JESW

-

(23)

%)
0

where <zA, 1/;m> is the real part of the matched filter output with
VP, &t and 7134 are the real parts of the channel gains for 7 €
Ss and 5 € Sy, respectively, ex is a standard basis whose
valueis 1 at X € {0,..., M — 1} and O otherwise, and w* ~
N (0,02/(2E)T).

For the Bayesian setup, the optimal decision rule is based
on the maximum likelihood test with the decision regions as

follows:
p(fo)
< p(6h) }

where f (TA|HZ') is the conditional pdf of T under hypothesis
6;. The ally FC accepts #; when the matched filter output T is
in I';. The Gaussian approximation can be used to characterize
these decision regions in an analytic way, and thereby we can
evaluate the error exponent of the DEP at the ally FC.

Since the numbers of activated sensors in Ss and Sy are
random variables, the standard multivariate CLT cannot be di-
rectly applied to our model. In [13], this problem is solved by
using the CLT with random number summands in [26]. We use a
different approach by introducing an auxiliary random vector y,

f (T4161)
f(T4]6o)

o= {TA e RM

' =RM\ T, (24)

that represents the /th sensor’s transmitted signal which is one
of the following three different types according to its involved
set:

alex, with prob. pg,
Yo = hzf‘e;,(Xz) with prob. pw, fori=0,1 (25)
0 with prob. 1 — ps, — pw,.

The mean vector and covariance matrix, denoted by E {y,} and
Cov (y/), are, respectively, given by

E{yc}
= Ps,; 1s4s;
Cov (ye)
=E {(YE — Ps;1s4qs,) (Ye — ﬁsiusflsi)T}
= ps; (1% + %) Diag (as,) — p%, 15Gs. 45,
+ pw, oty Diag ([gw, (b(0)) -+ Gw, (b(M —1))])
27

(26)

where qs, = [Gs,(0) -+ Gs,(M —1)]7, us is the mean of a;',
and 0% and o7, are the variances of &;' and hj', respectively.
They can be derived from the pdfs of &;' and h;' presented in
Appendix B.

We model the matched filter output as the sum of i.i.d. random
vectors, yy for £ = 0,1,..., N, which allows us to use the
standard multivariate CLT in our approximation. The vector of
the type statistics in (23) is rewritten in terms of y; as follows:

]\T
T4 =Y ye+wh (28)
=1

Using the multivariate CLT [26], the statistics of Zé\;l Yo
converge to a normal distribution as N — oo. That is,
SN ye — NE{y/,}/VN < N(0,Cov(y¢)). Since both
>, ye and w# are Gaussian and independent of each other,
the type statistics T is also asymptotically Gaussian as fol-
lows:
F(TA0;) S N (i, %5),  fori=0,1 (29)
where M = NﬁSi//fSGISi and Zi = NCOV(yg) + 0'2/(2E)I.
The next step is to characterize the error exponent with the
Gaussian approximation in (29). In particular, applying the
Chernoff bound with decision regions in (24) [27], we have the
following asymptotic upper bound on the DEP at the ally FC:

P, < AIen[%]r}l]pA (60) p" = (61)
x /fA (T4160) f*=* (T4161) T+, (30)

Since T+ is Gaussian, the closed-form for the integral in (30)
is given by [27]

/f’\ (T460) 12 (T4161) dT4 = e ¥ 31
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#(T510,)

#(T510,)

£

T TE
(b)

Fig. 2. Numerical results of the conditional pdfs, f(T¥|6y) (column on the

left) and f(T¥#|6,) (column on the right) for N = 20. The figures in the first
row are contour plots of the conditional pdfs.

where
b0 =22 (g — )T
x [(1 =)0 + AS1] ™ (1o — 1)
1 det((1 = NS0 + A1)
M e e O

and det(-) is the determinant of the matrix argument. In
Section IV, we will confirm our analysis.

IV. SIMULATION RESULTS

We carry out Monte Carlo simulations with the assumptions
that the target states {6y, 6;} happen equally likely, the signal
energy F at each sensor and the noise power o2 are normalized
to 1, and each channel between a sensor and an FC has unit gain,
E[|h]?] = 1.

We first consider a symmetric case with pg, (1) = pg, (0) =
0.3 for which we design the secure TBMA with qs = qw =
[11]T and ps = pw = 0.3 and evaluate the conditional pdfs
f(TFE|0;) for i = 0,1 and the DEP at the enemy and the ally
FC, respectively. For the enemy FC, f(T¥|6;) is numerically
evaluated with N = 20 in Fig. 2, where we see that f(TF|6)
and f(TF|6,) look identical as intended. Thus, eavesdropping
does not help the enemy FC obtain any information about the
target value. The enemy FC can make a decision only by using
the a prior probabilities of each target value, p(y) and p(6;).
In our experiment, we assume that they are equally probable;
therefore, the enemy FC becomes totally ignorant of the target
value.

The conditional pdfs f(T#|6;) fori = 0, 1 at the ally FC are
also evaluated for N = 500 sensors in Fig. 3, where we compare
the contours of f(TF|f;) obtained by the Gaussian approxima-
tion with the simulation results. It is noted that the analytic re-
sults correspond well with the simulation ones. Contrary to the
conditional pdfs at the enemy FC, the results in Fig. 3 also show
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041
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0.1F
—— Gaussian Approximation
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TA
0

0.15 0.2

Fig. 3. Contours of the conditional pdfs, f(T#|6;) for N = 500. The solid
lines indicate the analytic results from the Gaussian approximation, and the stars
represent the simulation results.

that the ones at the ally FC look distinct, and thus the ally FC
can properly deduce the status of the target value.

To evaluate the DEP at the ally FC, we consider the secure
TBMA introduced in Example 2 where the asymmetric obser-
vation channel is given by the pmfs of pp, = [0.4 0.3 0.2 0.1]T
and pg, = [0.1 0.2 0.5 0.2]7. By letting qs = 1, we present
four mappings in Table II with ps = 0.1 and E/o? = 0 dB.
Furthermore, to quantify the DEP degradation due to the inter-
ference by the sensors in Sy, we also evaluate the DEP of the
conventional (insecure) TBMA with ps = 0.1 and pyw = 0.
Fig. 4 depicts the simulation results for the DEP and the corre-
sponding error exponents from the analysis at the ally FC for
the cases with/without (or secure/insecure) the weak set Syy .
The experiment shows that the DEP of the secure TBMA de-
cays at an exponential rate with a growing number of sensors,
much like the conventional TBMA. Among the four mappings
of the secure TBMA, our choice (i.e., the third row in Table II)
achieves the best performance. It is also shown that the error ex-
ponents from our analysis with the Gaussian approximation in
Section III-B fairly predict the exponent of the DEP of the secure
TBMA. Note that the secure TBMA with the best mapping can
achieve perfect secrecy at a marginal cost of DEP performance.
On the contrary, the DEP at the enemy FC is 0.5 regardless of
N, which is a necessary condition for perfect secrecy although a
sufficient condition, f(TF|0y) = f(TF|#,) is already achieved
by following the design rule developed in Section III.

In Fig. 5, we set the number of sensors to 300 and vary pg
from 0.05 to 0.2 by a step of 0.03 to see a different view of the
simulations. For each given pg, we also change py to satisfy
p = 0.3 or 1.0 in order to investigate the impact of the size
of Sy on the DEP at the ally FC. The third row in Table II
is used for our mapping. The simulation results show that the
DEP of the secure TBMA with p = 1.0 is better than the one
with p = 0.3. This result confirms our analysis in the previous
section that the smaller size of Sy provides a better DEP. Fig. 5
also enables us to select 75 for a target DEP at the ally FC and
subsequently 7y from the ratio p = ps/pw.
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V. CONCLUSION

In this paper, we focused on data confidentiality in a dis-
tributed detection scenario with the TBMA protocol in which
the wireless channels between the sensors and the ally FC are
vulnerable to eavesdropping by an unauthorized enemy FC. To
secure the wireless channels, we proposed a novel TBMA pro-
tocol called secure TBMA which provides data confidentiality
by taking advantage of randomness and independence of the
main and eavesdropping channels. Instead of securing the in-
dividual wireless channels based on cryptographic algorithms,
the key idea behind secure TBMA is to have the activated sen-
sors secure their transmissions from possible eavesdropping in
a cooperative manner in which the sensors follow different re-
porting rules depending on the magnitudes of their main channel

gains. It was demonstrated that the secure TBMA provides per-
fect secrecy against eavesdropping of the enemy FC.

To evaluate the level of confidentiality, we analyzed the con-
ditional probabilities of the type statistics at the enemy FC and
found relations among the design parameters to achieve perfect
secrecy. In addition to the requirements for perfect secrecy, we
considered energy efficiency and finally established design rules
for a given observation channel. On the other hand, for the ally
FC, we investigated the DEP with the Gaussian approximation
to get the type statistics in a closed form. The analysis led us
to a closed form expression for the error exponent of the DEP,
which also provides insight into the roles of the activated sen-
sors. The analysis demonstrated that the DEP performance loss
at the ally FC is negligible since the sensors that generate inter-
ference to the ally FC are selected to have weak main channel
gains, which is guaranteed by the multiuser diversity of over-de-
ployed WSNs.

The secure TBMA delivers unconditional/perfect secrecy
and, therefore, does not assume any superiority of the ally FC
over the enemy FC such as secret keys known only to the ally
FC and/or limits on computational capability of the enemy FC.
In addition, the secure TBMA has practical advantages in that
it does not count on heavy cryptographic algorithms and/or key
management which are hard to implement in sensor devices
with limited computing and energy resources.

The secure TBMA presented in this paper also has limits and
challenges that need to be addressed in the future. First, the se-
cure TBMA achieves perfect secrecy with more activated sen-
sors than the ones in the conventional TBMA. The energy con-
sumption can be reduced with power control strategies since CSI
is available to the sensors, which is one of our future research
topics. In addition to the energy consumption, we should elabo-
rate more on the channel model by including non-i.i.d. commu-
nication channels, correlation between the main and eavesdrop-
ping channels, etc. Nevertheless, to the best of our knowledge,
the natural resources have not been thoroughly utilized to se-
cure the communications in the WSNs, and we believe that our
work paves the way for a new study of security solutions to the
WSNE.

APPENDIX A
For given K = [Ky, ..., Kyr_1]" where K,,, = N5 + NV,
we have
Ky-1 M—1

ZZH

Ng=0 N3 =

() s ()™

M—1
X [pw, w, (M —m — 1))
M-1 K
w RN .

- (N3 Bsds. o)

m=0 NS=0 * ™

X [pw, qw, (M —m — 1)]

M-—1

; H [psoqs

where (a) follows from the binomial formula.

m) + pw, Gw, (M —m — 1))
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APPENDIX B

The pdf of &;*, denoted by f5 (z), is derived as

fa(x)

fa(z) =

= f
1—Fa(7'5)7 orx > Ts

where f, (z) and F, (z) are pdf and cdf of the Rayleigh dis-
tribution, respectively. Then, the moment generating function
(mgf) of & is given by

orlo) = [ e falads

2 2
— 7S 4 Th 2
—exp<0%+ 45)

where Q(t) = [ 1/ 2me(=€*/2) d¢ . Following the same way,
the pdf of h;‘ for j € Sy is given by

fn (z)

i (@) = Fo ()

1-2Q

where |z| < 7w and fj,(x) is the pdf of a zero-mean Gaussian
random variable with variance 0,2L /2. The mgf of h4, denoted
by ¢2(s) is from a numerical integration of ffooo e’ fi (z)dx
for given s.
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